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Executive Summary:

In March 2025, the cybersecurity landscape experienced notable data breaches, leaks, and
vulnerabilities. High-profile incidents across various sectors revealed significant risks and exposed

sensitive information.

Key Data Breaches:

Ukraine Ministry of Foreign Affairs: The breach involved the leak of sensitive government data,
including private correspondence, personal details, and official documents.

Digitel Corporation: The breach exposed a database containing 7 million customer records.

The Data Store: Over 17 million customer records, including contact details and personal
information.

Maxikits Ltd: The breach exposed 26.1GB of data, including customer orders, user information,
and billing details, affecting approximately 500,000 users.

Wizz Air Holdings Plc: Over 5GB of corporate and operational documents, plus 22GB of internal
reports and client data, allegedly exposed.

Major Cyber Incidents:

w

Ascom Ransomware Attack: Hackers stole 44GB of internal reports and sales documents from

Ascom’s ticketing system.
TiirkNet Cyberattack: Hackers stole data of 1.5M customers, including IDs and contact details,

demanding 3 BTC ransom.
Brydens Lawyers: Stole 600GB of sensitive data, compromising servers and demanding ransom.

JD.com: A cyberattack exposed 11GB of JD.com data.

Key Threats:

In March 2025, notable vulnerabilities included CVE-2024-48248 (NAKIVO Backup and Replication
Absolute Path Traversal Vulnerability), CVE-2025-24472 (Fortinet FortiOS and FortiProxy Authentication
Bypass Vulnerability), CVE-2025-30066 (tj-actions/changed-files GitHub Action Embedded Malicious
Code Vulnerability), CVE-2024-57968 (Advantive VeraCore Unrestricted File Upload Vulnerability) and
CVE-2025-22225 (VMware ESXi Arbitrary Write Vulnerability).

Ransomware attacks also surged, particularly targeting sectors like government, manufacturing, and

insurance. High-profile breaches, such as those affecting the Ministry of Foreign Affairs, NATO, and the

Luff Industries Ltd, emphasize the growing threat and the need for stronger cybersecurity defences.
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Threat Landscape

Ransomware attacks are happening more often and causing more trouble, while mobile malware takes

advantage of how many people use smartphones and tablets. Both threats show that there is an urgent

need to improve security measures.

Ransomware Trends
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Analytics Report - SO15

DDos Activity

Top Source Countries: Top Destination Countries:

16k 61k 110k 168K 295K 900 S5k 13k 3k 63K

Attacks — m— e h— Attacks — m— e h—

Sources(i) Destinations ()

= United States 740,976 426 % = United States 260,840 15%
™ Germany 355,205 204 % = Brazil 123580 7.1 %
= Netherlands 304,000 175% * Japan 72287 42%
L1 France 300,746 17.3 % == Poland 70,142 4%
United Kingdom 295,094 17 % « South Korea 68,600 3.9%
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Underground Findings

The findings listed below are among the critical datasets discovered on underground forums in March,

2025. Additionally, several threat actors are noted based on their prominent activities during this period.

Global Data Breaches and Leaks

Organisation

Significant data

- Empik

Digitel Corporation

I I NATO

The Data Store

Ministry of Foreign Affairs
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A threat actor known as Alcxtraze has allegedly leaked a
database stolen from Empik.com, a leading Polish e-commerce
platform. The dataset, reportedly 47 GB in JSON format,
allegedly exposes the personal information of over 24.7 million
users, including names, emails, phone numbers, addresses,
payment details, and order history.

A database containing 7 million customer records allegedly
stolen from Digitel Corporation, a major telecommunications
provider in Venezuela, has been listed for sale. The threat actor
Gatito_FBI_NZ claims responsibility for the breach, which
reportedly includes sensitive customer information such as
customer IDs, names, phone numbers, email addresses, account
statuses, subscription plans, and balances. A shared SQL dump
preview confirms the presence of these details, while the full
database is advertised as a 1GB SQL file available through
multiple download links.

A massive data breach has reportedly occurred, with 16TB of
highly classified NATO Cosmic Top Secret (CTS) documents
allegedly obtained in Belgium. NATO CTS is the highest
classification level, and its unauthorized disclosure could cause
extreme damage to the Alliance. These documents are typically
accessible only to individuals with the highest security clearance
and a strict need-to-know basis. The breach poses a significant
security threat. The threat actor behind this breach is
NATODATAX.

A threat actor known as Sorb has claimed responsibility for an
alleged data breach at The Data Store, a consumer electronics
and computer retail company in the United States. The breach
reportedly involves over 17 million customer records, including
contact details and personal information.

A ransomware attack attributed to the threat actor Qilin has
reportedly targeted Ukraine’s Ministry of Foreign Affairs,
resulting in the leak of sensitive government data. The



compromised information includes private correspondence,
personal details, and official documents.

A threat actor has allegedly stolen 10.7 million customer records
from AUTOSUR, a French vehicle inspection service. The leaked
dataset reportedly contains over 12.3 million compromised data
rows, including names, phone numbers, email addresses,

AUTOSUR hashed passwords, physical addresses, vehicle details, and
license plate numbers. The threat actor is demanding $7,500
(negotiable) in Monero (XMR) for the entire dataset, which is
being advertised to fraudsters and identity thieves. The breach
was allegedly carried out by the threat actor placenta.

A massive data breach has reportedly exposed 400,000
customer records from Clal Insurance and Finance, one of
Israel's largest insurance providers. The stolen dataset is said to
Clal Insurance and Finance  contain personal insurance data, sensitive personal information
(PNl) such as financial details, confidential policy records, and
internal documents that could expose business operations. The
attack has been attributed to the threat actor Corelnjection.

A threat actor has claimed responsibility for leaking 26.1 GB of
data allegedly stolen from Maxikits Ltd, a UK-based consumer
goods company. The dataset reportedly contains customer
orders, user information, and billing details, impacting an
estimated 500,000 users. The threat actor fesome taking credit
for the leak.

Maxikits

A ransomware attack on Luff Industries Ltd., a machinery
manufacturing company based in Canada, has resulted in the
exfiltration of 257 GB of sensitive data. The stolen information
includes financial audits, employee records, account details, HR

Luff Industries Ltd data, customer information, and confidential design documents.
The attack has been linked to the threat actor Qilin, who has
announced plans to release the stolen data on March 27, 2025,
heightening concerns about the security of critical infrastructure
in the manufacturing sector.

A threat actor Stormous claims to have leaked over 5GB of
documents allegedly belonging to Wizz Air Holdings Plc. and its
subsidiaries, including Wizz Air Hungary, Wizz Air Malta, Wizz Air
Abu Dhabi, and Wizz Air UK. The dataset reportedly includes

Wizz Air Holdings Plc corporate, regulatory, and operational documents, such as
financial records, certificates, fleet information, and operational
licenses. Additionally, 22GB of internal company reports,
employee and client data, and air operator certificates were
allegedly exfiltrated.

I

www.saplanglabs.com 6



Organisation Significant data

A threat actor has allegedly claimed responsibility for leaking data from
SMFG India Credit Co. Ltd., a financial company based in India, on a popular

SMFG India Credit dark web forum. The compromised dataset reportedly includes sensitive
customer information such as names, surnames, telephone numbers, and
addresses.

A threat actor has allegedly claimed to have obtained a database from
mnre.gov.in, the official website of India's Ministry of New and Renewable
Energy (MNRE). The compromised data reportedly includes names, email

MNRE addresses, mobile phone numbers, home addresses, admin user details,
logs, and hashed passwords. The leaked database is being offered for sale
at $150, raising concerns about the security of government systems and
the potential misuse of sensitive information.

A threat actor has allegedly put up for sale a database claimed to be from
Basigq360, a cloud-based sales and logistics platform developed by Abacus
Desk IT Solutions in India. The compromised dataset reportedly includes

Basiq360 over 3.5 million records across 183 tables, containing order details,
distributor networks, customer-product mappings, regional pricing,
delivery logs, and payment records. The leaked database is said to have a
total size of approximately 600 MB.

A threat actor has allegedly claimed responsibility for a data breach
affecting BulkSMSPlans, a leading SMS marketing and alerts platform in
India. The compromised dataset reportedly includes full user account
details such as names, emails, passwords, phone numbers, KYC status,
two-step authentication settings, and other sensitive information,
impacting approximately 140,000 users. The leaked database is said to
have a compressed size of 824 MB and an uncompressed size of 10 GB,
with a specific user file of 25 MB.

BulkSMSPlans

The threat actor Nightspire has allegedly carried out a ransomware attack
on Sanyo Special Steel Manufacturing India Pvt. Ltd. (SSMI), a
Maharashtra-based alloy and special steel manufacturer. The breach
reportedly resulted in the compromise of 297 GB of sensitive data.

Sanyo Special Steel
Manufacturing India Pvt.
Ltd.

A breach of the Sewacity Foods database, an Indian multi-service platform
specializing in food delivery, has allegedly occurred. The leaked dataset
reportedly contains names, email addresses, phone numbers, physical

Sewacity addresses, and order history of approximately 5,000 users. Internal
business data, including restaurant admin details, payment records, and
analytics, has also been compromised. The threat actor responsible for this
breach is Jumbolet.
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Ministry of Corporate
Affairs

Tata AIG General Insurance
Company Limited

Bizongo

TS News

Threat Actors

Gloomer

A threat actor known as GHOSTATN has allegedly leaked financial data
linked to 15 million bank accounts, reportedly sourced from mca.gov.in, the
official website of India's Ministry of Corporate Affairs. The leaked dataset
is said to target Indian company owners, potentially exposing sensitive
financial information.

A threat actor has allegedly exfiltrated 340 GB of sensitive data from Tata
AlIG General Insurance Company Limited, a joint venture between Tata
Group and AIG. The leaked dataset, reportedly stolen on March 24, 2025,
includes financial records, ID documents, customer contact details, and
insurance claim files in PDF and Excel formats. The threat actor behind this
breach is known as mOriarty.

A threat actor known as mOriarty has allegedly breached Bizongo, an
India-based Enterprise Resource Planning (ERP) software provider. The
compromised data reportedly includes sensitive customer information,
source code, and data from executive devices. This alleged breach raises
significant concerns about data security within India's ERP sector,
potentially exposing businesses to operational risks, intellectual property
theft, and unauthorized access to critical enterprise data.

A breach of PTS News, a Tamil-language news website, has allegedly
occurred, stealing nearly 3.8 million lines of data, amounting to
approximately 2.37 GB. Alcxtraze, the threat actor behind this breach, has
reportedly exfiltrated sensitive information that could impact the website's
Extensive readership, which relies on the platform for coverage of politics,
sports, technology, cinema, and spiritual content.

The threat actor known as Gloomer gained attention by breaching a U.S.-based reshipping platform,
stealing over 160,000 unique records containing sensitive personal information such as full names, email
addresses, phone numbers, and physical addresses. Additionally, Gloomer targeted another reshipping
service, claiming to have stolen 35,000 user records, with 60% of the data belonging to Ukrainian users.
The actor asserted that the targeted company had generated over $9 million in revenue in 2025.\

Counter

Counter as a prominent threat actor, targeting a wide range of organizations across various sectors in a
series of high-profile data breaches. Among the alleged leaks attributed to Counter are 19,456 records
from the Board of Intermediate & Secondary Education, Cumilla,containing teachers' personal
information, contact details, academic records, and bank details.
Additionally, Counter is believed to have exposed 29,886 user records from Academia Internacional de
Cinema (AlCinema) in Brazil, including personal and account-related data. The hacker also claimed
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responsibility for breaching Smoke's & Jack's Roleplay Forum and TXG Corp, leaking a 1GB SQL file
containing 116,600 rows of data, including 72,540 customer addresses. These breaches highlight
Counter's growing presence in the cybercriminal landscape, with a focus on compromising both
educational institutions and businesses.

Digileak

Digileak was linked to a series of significant breaches, targeting various organizations across sectors.
Allegedly, Digileak exfiltrated 11.8GB of sensitive data from Ecocontrol Soc. Coop, an ltalian
environmental services provider, which includes environmental reports, industrial client

records, internal documentation, and cloud infrastructure configurations. The actor offered this data for
sale at $75,000. Additionally, Digileak listed admin access to a BeyondTrust Secure Remote Access
appliance managed by an Italian IT and digital services company, providing full control over the
appliance, TLS/SSL certificate management, system configurations, and sensitive network storage data.

. Jumbojet

Their recent data leaks included the alleged breach of The American Luxury Unlimited, a U.S.-based
cosmetics retailer, exposing 11,000 customer records containing PIl, credit ratings, and demographic
details. Jumbolet was also linked to the breach of Tengyuan Design in China, compromising installation
order details, client and employee information, and financial records. Additionally, the actor allegedly
leaked financial and personal data of UAE citizens from an interactive brokerage platform, as well as a
database leak from Aryaduta Hotels in Indonesia. These attacks higBlinkers emerged as a prominent
threat actor, targeting a wide range of organizations in a series of high-profile data breaches. Among the
alleged leaks attributed to Blinkers were databases from DeBoleto, Tuipoint International Limited,
Autogedal.ro, and MyTower.com.br. The DeBoleto breach exposed 84,758 user records, including
personal information and authentication hlight Jumbolet’s targeting of various sectors, including retail,
design, finance, and hospitality, raising significant concerns about cybersecurity vulnerabilities.

Uncle

A threat actor known as Uncle has claimed responsibility for multiple data breaches, targeting companies
across different industries. In Jamaica, Uncle allegedly leaked customer and billing data from WCNetla, a
network and telecommunications provider, exposing IP addresses, MAC addresses, and payment logs,
posing risks of fraud and network exploitation. In India, the threat actor reportedly breached Visalynk, a
Leisure & Travel company, leaking customer call logs, appointment bookings, emails, invoices, salary
details, and private cell phone recordings. These incidents highlight significant privacy and security
concerns across the telecommunications and travel sectors.

Blinkers

Blinkers emerged as a prominent threat actor, targeting a wide range of organizations in a series of
high-profile data breaches. Among the alleged leaks attributed to Blinkers were databases from
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DeBoleto, Tuipoint International Limited, Autogedal.ro, and MyTower.com.br. The DeBoleto breach

exposed 84,758 user records, including personal information and authentication credentials. The

Tuipoint International Limited breach compromised a full database with a compressed size of 48.8 MB

and an uncompressed size of 247 MB. The Autogedal.ro leak impacted 140,000 users, exposing admin

passwords, emails, phone numbers, and addresses. The MyTower.com.br breach affected over 15,000

users, leaking IDs, names, usernames, emails, passwords, CPF and CNPJ documents, and phone numbers.

7. DieNet

A series of DDoS attacks have targeted high-profile websites across various sectors. These attacks
disrupted the websites of MEDITECH, Epic, Nasdaqg, Amazon Pay, and Military.com in the USA, impacting
healthcare, financial services, e-commerce, and military resources. Additionally, the threat actor claimed
responsibility for targeting the website of Orange Egypt, a major telecommunications provider. These
incidents underscore the growing threat of DDoS campaigns against critical online platforms, all carried

out by DieNet.

o0

NoName

The threat actor NoName has claimed responsibility for cyberattacks targeting multiple government,
legal, and business-related websites in Taiwan and Ukraine. In Taiwan, the group allegedly disrupted
platforms related to business incubation, social innovation, entrepreneurship, urban development, and
legal administration, including the Taiwan Tech Arena, the National Land Management Agency, and the
Supreme Prosecutors Office. Meanwhile, in Ukraine, NoName claims to have targeted major defense and
aerospace entities, such as Ukroboronprom, Antonov, and multiple aircraft repair plants. These attacks
highlight the persistent cyber threats facing critical infrastructure and government institutions.

©

Kill Security
A series of ransomware attacks has been carried out by the threat actor Kill Security across the
healthcare, financial, and business sectors. In India, the group allegedly compromised SPARSH Hospital
and Interise, with plans to release the latter's data soon. In the U.S., Kill Security targeted Instituto de
Ojos, a medical institution specializing in eye care, and Precision Accounting Intl LLC, a CPA firm offering
tax and financial services. The group also attacked Cayman National, a prominent financial services
provider in the Cayman Islands.

10. Angel_Batista
A series of breaches have been attributed to a threat actor known as Angel Batista. These incidents
include the alleged sale of a database containing over 12 million French citizens' personal details,
including names, addresses, and phone numbers. Additionally, a dataset reportedly sourced from various
French government websites surfaced, containing nearly 100,000 records, 120,000 email addresses, and
thousands of phone numbers, along with authentication details and account activity logs. Angel_Batista
is also believed to have breached RCDPRO, a French insurance company, leaking two datasets: one with
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29,643 client records containing industry and legal details, and another with 19,930 records, revealing
banking information such as IBANs and BICs.

Threat Analysis

Notable Incidents

° H Ransomware Attack Hits Ascom’s Technical Ticketing System: On March 16, 2025,
Ascom, a Switzerland-based healthcare software company, suffered a ransomware attack
targeting its technical ticketing system, allegedly orchestrated by the Hellcat ransomware gang.
The group, known for offering ransomware-as-a-service (RaaS) and attacking critical
infrastructure, announced the breach on X (formerly Twitter), claiming to have stolen 44GB of
data, including internal reports and sales documents. Upon detecting the attack, Ascom
promptly shut down the affected system. The incident underscores growing cybersecurity
threats in the healthcare technology sector, raising concerns over the security of critical
operational data.

° Ransomware Targets JD.com: China’s e-commerce giant JD.com has reportedly been targeted
by ransomware, with hackers claiming to have stolen 11GB of data. Additionally, 10 million JD
Sports customers may have had billing details, phone numbers, order history, and partial
payment card data exposed in a related breach affecting orders from November 2018 to October
2020. Impacted JD Sports Group brands include JD, Millets, Blacks, Scott’s, and Millet Sport,
raising concerns over phishing, financial fraud, and data security.

° Cyberattack Exposes Personal Data of 1.5 Million TiirkNet Customers: TiirkNet, a
major Turkish internet service provider, was attacked on March 11, exposing the personal data of
1.5 million customers. The company confirmed the incident on March 13, revealing that the
stolen data includes full names, national ID numbers, phone numbers, addresses, subscription
details, and static IP addresses. The attacker reportedly demanded a ransom of 3 Bitcoins (over
$246,000) in exchange for the data, raising serious concerns over customer privacy and
cybersecurity.

NN

° N Ransomware Attack Cripples Yap’s Health Department Network: The state of Yap,
one of the four states of the Federated States of Micronesia (FSM), suffered a ransomware attack
on March 11, 2025, forcing the shutdown of its entire health department network. The attack
took all government health agency computers offline, leaving the department without internet
connectivity or access to digital health systems. Yap’s 12,000 residents have been warned of
potential service disruptions as officials work to contain the cyber threat.

www.saplanglabs.com 11



° 2N Cyberattack Exposes 600GB of Data from Brydens Lawyers: Brydens Lawyers, one of
Australia’s largest law firms, has suffered a major cyberattack, leading to the theft of over 600GB
of sensitive data. The breach, detected in late February, was publicly acknowledged by firm
principal Lee Hagipantelis on March 13. Staff were informed on March 7 that the attack had
compromised the firm’s server and data integrity, with hackers demanding a ransom. The

incident raises serious concerns about data security within the legal sector.

Ransomware Attack Hits Vercoe Insurance Brokers in New Zealand: New Zealand’s
Vercoe Insurance Brokers has confirmed that its IT systems were compromised by
cybercriminals. On March 5, the DragonForce ransomware group claimed responsibility, stating it
had exfiltrated over 60GB of data. Vercoe promptly reported the breach to the Office of the
Privacy Commissioner and the Financial Markets Authority.

]
e I Cyberattack Disrupts Dutch Supermarket Chain SPAR Handels AG: Dutch supermarket

chain SPAR Handels AG, including TopCC stores, has suffered a cyberattack, leading to ATM
malfunctions and disruptions in its goods ordering system. The company confirmed the incident
in a press release on March 15, 2025, stating that its IT systems were compromised during the
night of March 13 to 14. The attack has significantly impacted operations across the grocery
retail sector in the Netherlands.

° . . Ransomware Targets French Telecom Giant Orange Again: The Babuk cybercrime

network has allegedly breached French telecommunications giant Orange for the second time in
less than a month, following an initial attack on February 23. On March 17, Babuk claims to have
stolen 4.5TB of sensitive data, including customer records, employee data, source code,invoices,
contracts, call logs, and credit card details. The hackers specifically threaten to release 1TB of
data related to Orange’s operations in France and Romania (orange.com and orange.ro).

° DRDO Data Stolen by Threat Actor: On March 10, 2025, Babuk Locker 2.0 claimed
responsibility for infiltrating DRDO’s systems, stating that the breach resulted in the theft of
classified defense documents and credential logs. The threat actor allegedly accessed an
internet-linked computer belonging to a former joint secretary of the Department of Defence
Production, exfiltrating 20TB of sensitive military data, including strategic defense project files
and evacuation protocols for top officials. The threat actor initially demanded a ransom of
$25,000 but quickly dropped the price to $5,000.
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° Oracle Cloud, 6 Million Records Stolen and Sold by Threat Actor: On 21 March 2025,
CloudSEK’s XVigil discovered a threat actor, "rose87168," selling 6 million records exfiltrated
from Oracle Cloud's SSO and LDAP. The stolen data includes JKS files, encrypted SSO passwords,
key files, and enterprise manager JPS keys. The attacker, active since January 2025, is demanding
payment from over 140,000 affected tenants for data removal and incentivizing decryption
assistance. The breach appears linked to an undisclosed vulnerability in Oracle Cloud’s login
system, enabling unauthorized access.

Prominent Vulnerabilities

These are the prominent and most exploited vulnerabilities in the month of March.

CVE-2024-48248 | NAKIVO Backup and Replication Absolute Path Traversal Vulnerability CVSS:
8.6

A vulnerability in NAKIVO Backup & Replication (before version 11.0.0.88174), identified as
CVE-2024-48248, allows absolute path traversal, enabling unauthorized file reading via the
getimageByPath function in /c/router. This flaw could lead to remote code execution across an
enterprise, as PhysicalDiscovery stores credentials in cleartext, potentially exposing sensitive
systems to attackers. Immediate patching is recommended to mitigate the risk.

CVE-2025-24472 | Fortinet FortiOS and FortiProxy Authentication Bypass Vulnerability CVSS:
9.8

CVE-2025-24472 is an Authentication Bypass Using an Alternate Path or Channel vulnerability
(CWE-288) affecting FortiOS (7.0.0 through 7.0.16) and FortiProxy (7.2.0 through 7.2.12, 7.0.0
through 7.0.19). This flaw may allow a remote attacker to gain super-admin privileges by
exploiting crafted CSF proxy requests, posing a significant security risk. Organizations using
affected versions should apply patches immediately to prevent unauthorized access.

CVE-2025-30066 | tj-actions/changed-files GitHub Action Embedded Malicious Code
vulnerability CVSS: 8.6

CVE-2025-30066 is a vulnerability in tj-actions changed-files before version 46, allowing remote
attackers to discover secrets by reading actions logs. The tags vl through v45.0.7 were
compromised on March 14 and March 15, 2025, as a threat actor modified them to reference
commit 0e58ed8, which contained malicious updateFeatures code. Users should update to the
latest secure version to mitigate potential exposure.
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CVE-2025-26633 | Microsoft Windows Management Console (MMC) Improper Neutralization
Vulnerability CVSS: 7.0

CVE-2025-26633 is a vulnerability in Microsoft Management Console (MMC) that results from
improper neutralization, allowing an unauthorized attacker to bypass a security feature locally.
This flaw could be exploited to gain unauthorized access or escalate privileges within the
system.

CVE-2025-24985 | Microsoft Windows Fast FAT File System Driver Integer Overflow
Vulnerability CVSS: 7.6

CVE-2025-24985 is an integer overflow or wraparound vulnerability in the Windows Fast FAT
Driver, which allows an unauthorized attacker to execute code locally. Exploiting this flaw could
enable privilege escalation or system compromise.

CVE-2024-57968 | Advantive VeraCore Unrestricted File Upload Vulnerability CVSS: 8.8

CVE-2024-57968 is a vulnerability in Advantive VeraCore before version 2024.4.2.1, allowing
remote authenticated users to upload files to unintended folders. The flaw, exploitable via
upload.aspx, may result in unauthorized file access by other users during web browsing.

CVE-2024-13159 | Ivanti Endpoint Manager (EPM) Absolute Path Traversal Vulnerability
CVSS: 7.5

CVE-2024-13159 is an absolute path traversal vulnerability in Ivanti Endpoint Manager (EPM),
affecting versions before the 2024 January-2025 Security Update and 2022 SU6 January-2025
Security Update. This flaw allows a remote unauthenticated attacker to leak sensitive
information, potentially exposing critical system data.

CVE-2025-22224 | VMware ESXi and Workstation TOCTOU Race Condition Vulnerability
CVSS: 8.2

CVE-2025-22224 is a TOCTOU (Time-of-Check Time-of-Use) vulnerability in VMware ESXi and
Workstation that can lead to an out-of-bounds write. A malicious actor with local administrative
privileges on a virtual machine may exploit this flaw to execute arbitrary code as the VMX
process running on the host.
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CVE-2025-22225 | VMware ESXi Arbitrary Write Vulnerability CVSS: 8.2

CVE-2025-22225 is an arbitrary write vulnerability in VMware ESXi that allows a malicious actor
with privileges within the VMX process to trigger an arbitrary kernel write, potentially leading to
a sandbox escape. This vulnerability poses a significant security risk, enabling attackers to
escalate privileges and execute code on the host system.

CVE-2022-43769 | Hitachi Vantara Pentaho BA Server Special Element Injection Vulnerability
CVSS: 7.2

CVE-2022-43769 affects Hitachi Vantara Pentaho Business Analytics Server versions prior to
9.4.0.1 and 9.3.0.2, including 8.3.x. This vulnerability allows certain web services to set
property values containing Spring templates, which are then interpreted downstream,
potentially leading to remote code execution (RCE) or other security risks.

CVE-2025-22224 | VMware ESXi and Workstation TOCTOU Race Condition Vulnerability
CVSS: 8.2

CVE-2025-22224 is a TOCTOU (Time-of-Check Time-of-Use) vulnerability in VMware ESXi and
Workstation that can lead to an out-of-bounds write. A malicious actor with local administrative
privileges on a virtual machine may exploit this flaw to execute arbitrary code as the VMX
process running on the host.

CVE-2025-22225 | VMware ESXi Arbitrary Write Vulnerability CVSS: 8.2

CVE-2025-22225 is an arbitrary write vulnerability in VMware ESXi that allows a malicious actor
with privileges within the VMX process to trigger an arbitrary kernel write, potentially leading to
a sandbox escape. This vulnerability poses a significant security risk, enabling attackers to
escalate privileges and execute code on the host system.VE-2018-9276 is a critical OS command
injection vulnerability affecting PRTG.

CVE-2022-43769 | Hitachi Vantara Pentaho BA Server Special Element Injection Vulnerability
CVSS: 7.2

CVE-2022-43769 affects Hitachi Vantara Pentaho Business Analytics Server versions prior to
9.4.0.1 and 9.3.0.2, including 8.3.x. This vulnerability allows certain web services to set property
values containing Spring templates, which are then interpreted downstream, potentially leading

to remote code execution (RCE) or other security risks.
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Top Initial Access ATT&CK TTPs

1.

Phishing: ATT&CK Technique: T1566, Tactic: TAOOO1 (Initial Access)

Phishing tricks victims into revealing sensitive information or installing malware.
It includes:

T1566.001 - Spearphishing Attachment: Targeted emails with malicious
attachments or links.

T1566.002 - Spearphishing Link: Links to fake sites designed to steal credentials.
T1566.003 - Spearphishing via Service: Deceptive messages on social media.
T1566.004 - Spearphishing Voice: Highly targeted attacks on high-profile
individuals.

Exploit Public-Facing Application: ATT&CK Technique: T1190, Tactic: TAOOO1
(Initial Access)

Adversaries exploit vulnerabilities in Internet-facing systems, such as web
servers, databases, or cloud applications, to gain initial network access. They
may also target edge devices with weak defenses or misconfigurations. Exploits
can lead to broader access through compromised infrastructure or weak access
controls.

Supply Chain Compromise: ATT&CK Technique: T1195, Tactics: TAOOOT (Initial
Access)

Supply chain compromise involves manipulating products or their delivery
mechanisms to achieve data or system compromise. This can occur at various
stages, including software and hardware, by manipulating development tools,
source code, or distribution channels.

Sub-techniques:

T1195.001 - Compromise Software Dependencies and Development Tools
T1195.002 - Compromise Software Supply Chain

T1195.003 - Compromise Hardware Supply Chain

Trusted relationship: ATT&CK Technique: T1199, Tactic: TAOOO1 (Initial Access)

Malicious actors often infiltrate an organization by targeting its partners and
contractors. If a partner is compromised, attackers can use their access points
and tools to breach the organization. In practice, they frequently target IT
subcontractors (like MSPs, authentication providers, and technical support
specialists) who have administrative access to the organization’s systems.
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5. Valid Accounts: ATT&CK Technique: T1078, Tactic: TAOOO1 (Initial Access)

It involves attackers using stolen or compromised credentials to gain initial

access to systems or networks. They may obtain these accounts through

methods like phishing or credential dumping, allowing them to bypass security
controls and move laterally within the network.
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Appendix

Glossary

DDoS Distributed Denial of Service

VM Virtual Machine

POC Proof of Concept

TIDE Think-Tank for Information Decision and Execution Superiority

CVE Common Vulnerabilities and Exposures

ATT&CK TTPs Adversarial Tactics, Techniques, and Common Knowledge's Tactics, Techniques,
and Procedures

10C Indicator of compromise

NATO North Atlantic Treaty Organization

USAID United States Agency for International Development

SSH Secure Shell

SNMP Simple Network Management Protocol
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